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Overview

When deploying BI Office across multiple servers, Kerberos and Delegation needs to be configured.

NOTE: This is NOT necessary in a single machine deployment of Bl Office and SQL Server Analysis Services or if installation has
been configured to use token authentication (default).

Constrained vs. Full Delegation

When setting a server to allow full trust (unconstrained) delegation, a Kerberos token from any service will be transferred to
another service on the target server from the source machine. Constrained delegation, a more complicated implementation
model, allows you to define which service on which target machine will accept the Kerberos token.

Local Service Account vs. Domain Account

When setting up Bl Office services, administrators can also elect to use the default local service accounts or domain account. By
default, the application is installed with the local services account using full delegation.

There are multiple machine deployment scenarios:

Full delegation under a service account (default)
Full delegation with a domain account
Constrained delegation under a service account
e Constrained delegation with a domain account

NOTE: All Active Directory settings must be set by a domain administrator with permissions.

The diagram below provides a conceptual overview of each installation type.
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Bl Office Delegation Flows
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SPN abbreviations Local Service Account SPN Structure Domain Account SPN Structure Required SPNs for Delegation
P.S.A = Pyramid.Server.Application Service/{machine NetBios} Service/{machine NetBios} {domain account} Full + Constrained Delegation
P.S.R = Pyramid.Server.Router Service/{machine FQDN} Service/{machine FQDN} {domain account} Constrained Delegation (extra)
P.S.P = Pyramid.Server.Publisher
URL = Name of Pyramid website URL Note: on internal DNS hosted sites, a second “HTTP” SPN

needs to be added forthe URL using the ‘URL FQDN’



I. Delegation Introduction

When the Bl Office server applications and/or Analysis Services (SSAS) are deployed on separate machines, administrators must
configure Kerberos delegation in the Active Directory for authentication and processing to succeed. The Active Directory provides
an option through Kerberos delegation to pass the user’s credentials from the client application to the Web server, and then on to
other servers and finally to SSAS.

The Double Hop

Kerberos authentication can produce issues when there is a multi-leg or “double-hop” between multiple servers. The double-hop
problem is an intentional security restriction to discourage Active Directory objects from acting on behalf of other security
accounts.

In the BI Office application, a double-hop is created when there is one hop from the client to the Web server (1IS) and one or more
other hops from the Web server to one or more application servers (or the data server).

Kerberos is required to solve this problem.

A. Kerberos Prerequisites
Prior to these configuration steps, your environment should have the following prerequisites. If any of these items are not
configured, delegation might not function correctly.
e  Check your Active Directory Forest and Domain functional levels. They should be set to Native or 2003/2008/2012.
o Windows 2008 machines should have the Microsoft hotfix KB969083 applied to correct the Kerberos issues with SQL
Server SSAS 2005/8/12/14/16. This does not need to be applied to Windows 2008 R2 / 2012 / 2016.
e  Kerberos delegation can function between trusted forests and domains.

The resource forest or domain must trust the user forest or domain.

B. Application
Depending on your deployment choices, certain configurations may or may not be possible. The choices include:

e  Which authentication option you choose - Basic, Windows, Forms, Federated Forms.

e If you're using an Active Directory or the Local machine security (“local 0S”).

e If you plan to deploy to a single server or multiple machines.

e The type of browser your clients will use (IE and FireFox on a PC, Safari on a Mac). See Client Configuration for more
information.

e The type of delegation you wish to deploy: constrained or unconstrained delegation.



http://support.microsoft.com/kb/969083
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C. General Mechanics

Kerberos Delegation on the Active Directory

The “accounts” hosting parts of the application must be able to “delegate” tokens or rights — including the Web servers and
servers hosting the router and application services. If the “account” is the “local service” the account is effectively the machine
itself. If the account is a domain account, it’s the domain account in the active directory.

To set Full Delegation:

e  Open the Active Directory “Users and Computers” panel in the administrative tools on the active directory server (see
below).
e  From the tabs, choose Delegation and set it to Trust Computer/Account for Delegation to any Service.
(" 2008RTR Properties )

Location | Managed By | Object | Securty | UNIX Attibutes | Attribute Editor
General | Operating System | Member Of | Delegation | Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation
@ Trust this computer for delegation to any service (Kerberos only)
() Trust this computer for delegation to specfied services only

@ Use Kerberos anly

Use any authentication protocol

Service Type  User or Computer Port Service N
[[ Expanded Add... Remove
[ ok [ Cancel |[ apply |[ Heb

.

Delegation Panel (Win 2008/2012)

Setting Service Principal Names (SPNs)

SPNs are “addresses” - they specify the location and type of a specific service running under a specific account in the system.
They are critical to the delegation process, because they allow the entire platform to direct requests to the right address while
also indicating which addresses the source server has the right to delegate to.

Adding an SPN
In a command prompt (with appropriate domain administrative rights) execute the following:

Setspn.exe -s SERVICE/<host name> <host account>

Setspn.exe -s SERVICE/<fully qualified domain host name> <host account>

e Ifinstalling under the local services, the host account is the machine name followed by a “$” sign.
e [Ifinstalling under a domain account, the host account is the domain account name.
e [Ifinstalling an HTTP service the host name is the host header or URL of the website.

Duplicate SPNs break Kerberos Authentication. As such, once completed, run the following to ensure there are no duplicate SPN
entries: setspn.exe -x OF —g <SPN>
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Client Configuration
User Accounts

User accounts on the Active Directory, by default, should not need additional configuration. You may want verify the Account is
sensitive and cannot be delegated box is NOT checked in the Active Directory account properties. If checked, the account will be
inoperable.

The users should log out and back in to their client machine after changing any properties and before running Kerberos

Delegation tests. This will clear cached Kerberos tickets. You may also use the Kerbtray utility to clear Kerberos tickets without
logging out and back in.

D. Adding DNS Host

A computer that is joined to an Active Directory Domain gets an A-record created automatically. This should be verified.

To use a host header for the Pyramid-URL-Site, administrators typically create a DNS host entry. Clients will use the friendly host
header name - Pyramid-URL-site - instead of the computer name as the Pyramid URL to make it easier to access. If the site is
deployed on the Extranet, the DNS entries are made in the public DNS records. Otherwise, if it’s an intranet deployment, the
records are made in the local DNS server. If it is multi-domain Active Directory, the DNS entries should be added into the global
DNS for the forest.

SPNs

Adding a DNS Host will require new SPNs to be added to correspond to the friendly URL name — if the DNS is being setup

internally on the local DNS server and Active Directory. (This usually coincides with the deployment of a Windows Authentication
based system).

In a command prompt (with appropriate domain administrative rights) execute the following:
Setspn.exe -s HTTP/Pyramid-URL-site <host account>

If the URL is an internal URL entered into an internal DNS Server (Active Directory), then add the follow SPN as well:
Setspn.exe -s HTTP/Pyramid-URL-site.fully-qualified-name <host account>

Ensure there are no duplicate SPN entries:

Setspn.exe —-x O —g <SPN>

S

If using an internal DNS hosted site, make sure that both the short name for the site (http://mysite) and the fully qualified
domain name for the site (http://mysite.mycompany.com) are added to the bindings for that site in IIS.

DNS Setup

To create an A-Record in DNS use the following steps.

e Open DNS Management in Administrative Tools on a DNS server.
S TIATA S[OONCES TLILDL, J

# DNS
141 Event Viewer
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e Expand forward lookup zones container.

£ DNS
[ § BLKSTHL-AD
ﬁ P e
=Bl Il Forward Lookup Zones
- corp.balkestahl.se
| Reverse Lockup Zones

| Conditional Forwarders

SIS L P DaIRES Lah

e Right click on the zone (domain name) and click on new host (A or AAAA).

Name (uses parent domain name if blank):

Fully qualified domain name (FQDN):
I corp.balkestahl.se.

IP address:

[™ Create associated pointer (FTR) record

[ Allow any authenticated user to update DNS records with the
£aMe OWNer name

AddiHost I Cancel

e Typein the name of the record, this is the URL of Pyramid (minus the domain part in a FQDN) and type in the IP address
of the BI OFFICE Web Server.

Mew Host

hame fuses parent domain name if blank):

I binffice

Fully qualified domain name (FODM):

I bioffice, dew. pyramid. local.

TP address:
| 172.29.2,200|

[ Create assoriated pointer (FTR) record

[ allovs any authenticated user ko update DMS records with the
SaME oWner Nanme

Add Host I Cancel
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e C(Click on Add Host.
e Click on Done.
e You will see this verification dialog.
DNS

I-'/-. .-\'-I The host record bioffice, dew ., pyramid, local was successfully
WY created.

e Verify that the record has been created.

= F
] bioffice Host (&) 172,292,200

Global Names Zone Setup

In case of a Multi-Domain environment, add C-Name (alias) pointing to the A-Record, from previous section, in the Global Names
Zone. In this way the BI Office URL friendly name will be supported from other Domains in your network with Kerberos enabled.

Additional reference see: http://technet.microsoft.com/en-us/library/cc731744.aspx

E. Web-Farm Deployment

If you deploy your application in a Web farm, you must ensure that the configuration files on each server share the same value
for validationKey and decryptionKey, which are used for hashing and decryption respectively. This is required because you
cannot guarantee which server will handle successive requests.

Manual Setup
With manually generated key values, the <machineKey> settings should be similar to the following example.

<configuration>

<system.web>

<machineKey

validationKey="21F@90935F6E49C2C797F69BBAAD8402ABD2EEOB667A8B44EA7DD4374267A75D7
AD972A119482D15A4127461DB1DC347C1A63AESF1CCFAACFF1B72A7FOA281B"

decryptionKey="ABAA84D7ECABB56D75D217CECFFB9628809BDB8BF91CFCD64568A145BE59719F "

validation="SHA1"

decryption="AES"

/>

</system.web>

</configuration>

Generating a new machine key can be done on one of the following links:
http://aspnetresources.com/tools/machinekey

http://www.eggheadcafe.com/articles/GenerateMachineKey/GenerateMachineKey.aspx

Add the settings to the web.config file found usually under:
C:\Program Files\Pyramid Analytics\BI Office 5\websites\paBio\web.config
Use the settings in all the other front-end web server in the web farm.
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Ul Setup
In the IIS Management console click on Bl Office site and open the Machine Key screen in the ASP.NET section.
& Intemet Information Services (IIS) Manager [- =l
@ 1 [ © » VHACOWDWHBWO! » Stes » bioffices » @ W
File View Help
O biofficeS Home Mh"—v I ~

|y Start Page

: Filter; - ! All v Explote
493 VHACOWDWHBIWO! (VHAZ2 | Fter S tonir R 1Y e
o2 Application Pools ASP.NET -
4 8. Sites ~ ‘ " "— 0 Edit Site
b & biofficeS ~ » <A Binding
b &) Defoult Web Site NET NET NET Error NET Basic Settings
‘~J;mhon:ar. Compulation Pages  Globalzation -
-~ = VIiew App stons
s, ' L3 -
‘~\\\ %) “'/ ;) View Virtual Direciones
-~
NET Profile NS Roles .NET Trust  .NET Users Manage Website )
‘\\‘ Levels *  Pectart
3 ab ‘ ( . . Sty o
Application Connection [Machine Key| Pages and
Settings Strings Controls Browse Website

e - = -

In the Machine Key screen, click on Generate Keys and then Apply.
Copy/paste the generated validation and decryption keys to the other front-end web server in the web farm.
Uncheck options “Automatically generate at runtime” and “Generate a unique key for each application”.

Flde View Help

[ 3 v
0 Machine Key
1) ¥ your server i part of a Web
Ny Start Page farm, specdy vahdation and
.‘.' ot 42 pawiacnas St e Use this feature to specfy hashing and encryption settings for decryption keys
sk 't"'"D"D"HB"'J’ (VHAZZ | oplication services, such as view state, Forms authentication S
&2 Apphication Peols membershep and roles, and anonymous identification Actions
4 - Stes Vahdation method
v & bioffices

SHAY
b Q) Default Web Ste Y
Encryption method

Auto v 0 e

v Automatically generate ot runtime
v Generate & umique key for each apphcation L

AutoGenerate liolatelpps

v Automatically generate ot runtime

v Generate 2 unique key for each apphication
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F. Effective Tokens

Bl Office includes an option for “effective tokens” — which will allow authentication to Bl Office for specific users without
Kerberos. This does not imply that the application is running in a less secure mode. But it does allow for the application to
operate in environments where Kerberos tokens fail; are intermittently available; and, complex domain models where Kerberos
is not possible. To achieve this, Bl Office uses a feature called “Effective User Name” — functionality from Microsoft that allows
the query to run as the designated user. The mechanism will kick in whenever a valid Kerberos token cannot be found for the
given session.

To turn it on, go to the BI Office admin console and the setting can be found under Settings > Networking > Token Authentication.

For this feature to operate, the following prerequisites are required:
1. The installation must use an Active Directory.
2. The user account set in the “data source user” setting, must have administrative rights on the target Analysis Services.
3. SSAS services must be running under a network user or domain user (Local services/users will not work).

If your implementation does not meet either of these standards, do not enable this new feature or your installation may not
connect to Analysis Services successfully.

EffectiveUserName is a SQL Server Analysis Services connection string property that contains the name of the user
who is accessing a report or dashboard. In SharePoint, for example, you can use this property to pass the identity of
the user who is viewing the report or dashboard to SQL Server Analysis Services. This allows user identification
without the need to configure Kerberos delegation.

G. Testing the Configuration

Once you have completed these steps, ensure your SSAS security is set correctly and test the delegation by attempting to access
a data view in Bl Office application. Do not test from the Web server, application server or data server as this would only be a
single-hop test.

If you see an error in the client, please continue to the following troubleshooting section.

I
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ll. Delegation with System Account

V.

SPNs

By default, when Bl Office is deployed, a service principal name (SPN) is generated for the local services account by default, in the
form of:

HOST/<NetBIOS-name>

HOST/<FQDN-name>

Changes to the SPNs of Bl Office are required when using constrained delegation with Domain Account.

Setting SPNs Manually
In the event the SPNs are not installed correctly, they need to be set manually by a domain administrator.
1. Specify the SPNs in the Active Directory, Use “setspn.exe -s” to add the following:

HOST/NetBIOS-name <machine name>$
HOST/NetBIOS-name.fully-qualified-name <machine name>$
HOST/NetBIOS-name <machine name>$
HOST/NetBIOS-name.fully-qualified-name <machine name>$
HOST/NetBIOS-name <machine name>$
HOST/NetBIOS-name.fully-qualified-name <machine name>$
HTTP/Pyramid-Site-URL <machine name>$

If the URL is an internal URL entered into an internal DNS Server (Active Directory), then add the following SPN as well:
HTTP/Pyramid-Site-URL.fully-qualified-name <machine name>$

2. Verify SPNs by running: “setspn -1” for each machine.
3. Verify no duplications by running “setspn -x” or “setspn -g <spN>".
e Duplicate SPN definitions break the Kerberos authentication process.

Full Delegation
Repeat the following process for each computer running the Bl Office Service: Application Server, Publisher Server, Router Server
and IS Web Server.

1. From Active Directory Users and Computers, right-click on the <computer>, and choose Properties.
2. Goto the Delegation tab.
3. Select the second option Trust this computer for delegation to any service (Kerberos only).
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VI.  Enforcing Constrained Delegation

Repeat the following process for each computer running the BI Office Service: Application Server, Publisher Server, Router Server
and IIS Web Server.

1. From Active Directory Users and Computers, right-click on the <computer>, and choose Properties.
2. Go to the Delegation tab.

3. On the Delegation tab, click Trust this computer for delegation to specified services only.

B Active Directory Users and Computers

File Action View Help

o= 71E {0 RDc=Hz a7k

] Active Directory Users and Comput | Name: I Type [ Description |
| saved Queries 1% Qa2003 Computer -
Bl &4 ga-test.pyramid 1 QARTR Computer QARTR Properties 2x]
71 Buitin -
? . g::s;l E“W“E’ location | ManagedBy | Objet | Secury | Diskin | Astrbue Edtor |
= omputer i 5
General | Operating System | MemberOf  Delegation | Password Replication
] Eomam;:cnmu:@ I e Computer | Operating System | | Rep
oreignSecurityPrincipals
= mg o :’ P & Qawes Computer Delegation is a security-sensitive aperation, which allows services to act on
7| LostAndFoun (SRCPTESTER  Computer behalf of another user.
~| Managed Service Accounts |
~| Program Data ¢ Do not trust this computer for delegation
_| System " Trust this computer for delegation to any service (Kerberos only)
7 Users

+ Trust this computer for delegation to specified services only
@ Use Kerberos only
" Use any authertication protocol

~| NTDS Quotas

Services to which this account can present delegated credentials:

Service Type \ User or Computer | Port | Service Ni
HOST pyramidsry
HOST pyramidsrv2
< | |

I~ Expanded Add... Remave

0K I Cancel Epply Help

Active Directory Kerberos delegation configuration

4. Click Use any authentication protocol.
5. Click Add, and then click Users and Computers.
6. Type the name of a computer running a Bl Office Service.
7. Click Select All and click OK.
s vroperties——————— mE

HlAdd Services 7| x|

To allow services to be delegated for a user or computer, select the appropriate
ugers or computers, and then click the services.

To select one of more user or computer names, click. Users o Computers... |
Users or Computers.

Available services

Service Type | Uszer or Computer | Part | Service Name | Domain
HTTF prramidwebsite

Pyramid Serv... SERVER2012-APP.
Pyramid.Serv... SERVERZ2012-4FF....
Pyramid.Serv... SERVERZ012RTR....

4| | B
Select Al |

0K | Cancel |
T
™ Expanded Add... | Femaove |

aK | Cancel | Apply | Help |

8. Click Add, and then click Users and Computers.
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VII.  Analysis Services SPNs for the Application and Publishing Servers

1. Type the name of the <Username> or <Machine> running MSOLAP, and then click OK.
2. Select the SPNs for SSAS shown in this document under “Adding SPNs for SSAS” and click OK.

For SSAS SPN registration see http://msdn.microsoft.com/en-us/library/dn194200.aspx and for Names Instances see
http://support.microsoft.com/kb/950599.

Example of SPNs for SSAS with the default instance name:
MSOLAPSvc.3/serverHostName.Fully Qualified domainName SSAS Service Startup Account
MSOLAPSvc.3/serverHostName SSAS Service Startup Account

Example of SPNs for SSAS with instance name:
MSOLAPSvc.3/serverHostName.Fully Qualified domainName:instanceName SSAS Service Startup Account
MSOLAPSvc.3/serverHostName:instanceName SSAS_Service Startup Account

For Named Instances:

MSOLAPDisco.3/serverHostName.Fully Qualified domainName Browser Service Startup Account
MSOLAPDisco.3/serverHostName Browser Service Startup Account

Restart all the machines in the deployment and restart the client machine.

Pyramid Analytics BI Office | Kerberos and Delegation Guide 6.5


http://msdn.microsoft.com/en-us/library/dn194200.aspx
http://support.microsoft.com/kb/950599

Bl Office

V.

Delegation with Domain Account

VIII.

SPNs
By default, when Bl Office Services are running under LocalSystem, a service principal name (SPN) is generated by default in the
form of:

HOST/<NetBIOS-name>
HOST/<FQDN-name>

When using constrained delegation with Domain Account it is required to change the SPNs of Bl Office (see below).

Registering New SPNs
1. Remove the HTTP/Pyramid-Site-URL SPNs from the IIS Server Machine:

Setspn.exe —d HTTP/Pyramid-Site-URL Domain\NetBIOS-name$

If the URL is an internal URL entered into an internal DNS Server (Active Directory), then remove the following SPN as well:
Setspn.exe —-d HTTP/Pyramid-Site-URL.fully-qualified-name Domain\NetBIOS-name$

2. Specify the SPNs in the Active Directory, Use “setspn.exe -s” to add the following:

Pyramid.Server.Application/NetBIOS-name <Domain\App Server Username>
Pyramid.Server.Application/ fully-qualified-name <Domain\App Server Username>
Pyramid.Server.Publisher/NetBIOS-name <Domain\Pub Server Username>
Pyramid.Server.Publisher/ fully-qualified-name <Domain\Pub Server Username>
Pyramid.Server.Router/NetBIOS-name <Domain\Rtr Server Username>
Pyramid.Server.Router/ fully-qualified-name <Domain\Rtr Server Username>
HTTP/Pyramid-Site-URL <Domain\app pool Username>

If the URL is an internal URL entered into an internal DNS Server (Active Directory), then add the following SPN as well:
HTTP/Pyramid-Site-URL.fully-qualified-name <Domain\app pool Username>

3. Verify SPNs by running: “setspn -1 Domain\Username” for each user.

”on

4. Verify no duplications by running “setspn -x” " or “setspn -q <SpPN>"
e Duplicate SPN definitions break the Kerberos authentication process.
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Database Update

Manual changes need to be made in the Pyramid SQL Database table [servers_tbl].[Wcfinstances] where you will find a column

named [SPN].
Update values for SPNs according to the following table:

Bl Office Application Server 1 Pyramid.Server.Application/NetBIOS-name
Bl Office Publisher Server 5 Pyramid.Server.Publisher/NetBIOS-name

Bl Office Router Server 2 Pyramid.Server.Router/NetBIOS-name

Each NetBIOS-name will be the NetBIOS machine name running the specific Service.
NOTE 1: Client Routers (Web sites) with [ServiceTypelD] 3 or 4, cannot have an SPN value and should be left as NULL.

NOTE 2: When there are authentication and communication errors in the Bl Office system logs (and slowness occurs when
showing the data sources when choosing to create a report in Data Discovery), you can define the SPN with a FQDN as part of

your troubleshooting efforts.

In some cases the FQDN can be a very long one, and therefore it’s necessary to edit the column type of the SPN to be
nvarchar(500) or greater, as shown below. For all Bl Office versions following 6.32, the nvarchar(500) setting will be present by

default.

= = servers_tbl.Wcflnstances
= 3 Columns
'f InstancelD (PK, uniqueidentifier, not null)
=] InstanceStatuslD (smallint, not null)
=] CreateDate (datetime, not null)
=] UpdateDate (datetime, null)
=] Port (int, null)
=] FileMame (rnvarchar(250), null)
=] InstanceMame (nvarchar(30), null)
=] InstanceStatelD (smallint, null)
=] IP (nvarchar{30), not null)
=] MachineMame (nvarchar(250), null)
B ServiceTypelD (smallint, null)
=] MaxThreads (int, null)
B ServerDescription (nvarchar(1000], null)
[E] SPM (nvarchar{300), null)
[E] MaxOffPeakThreads (int, not null)
=] BindinglD (uniqueidentifier, not null)
B MumOfLegicalProcessors (int, null)
=] lsActive (bit, not null)
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X.  Changes for the Domain Account
Configuring the domain account(s)
1. In Active Directory under Users and Computers, go to the Account Options list on the Account tab of the domain account and
verify that the Account is sensitive and cannot be delegated option is not selected.
2. For each machine in the deployment add the custom account to the local administrators group, and open Local Security
Policy in the Administrative Tools program group. Expand Local Policies, and click User Rights Assignment. Add the custom

service account to the following policies:

a. Logon as a service.

b. Impersonate a client after authentication.
c. Enable computer and user accounts to be trusted for delegation.
d. Act as part of the operating system.

Changing all Bl Office services deployed to run under the specific domain account(s)

1. BI Office Application Server
2. Bl Office Publication Server
3. Bl Office Router Server

G Services == =
File Action View Help
CENEENEE >monw
z - Bl Office Router Server Properties (Local Computer)
£ senvices (Loca) | ISR Geiee st ocal)
General | Log On | Recovery | Dependencies |
Bl Office Router Server Name - Description  Status Startup Type  Log ~ Log on zs:
2, Application Experience Processes a.. Manual (Trig... Loc
Stop the service “, Application Host Helper Ser... Providesad.. Running Automatic Loc|= O Local System account
Restart the service . Application Identity Determines ... Manual (Trig.. Loc Allow service to interact with deskdop
2% Application Infarmation Facilitatest... Running  Manual Loc ® This account: [Dorma Lssrrar] | [oowees
Description: S Application Layer Gateway ... Provides su... Manual Loc
Pyramid Analytics Bl Office Router 7 Application Management  Pracesses in... Manual Loc Password
server 54 ASP.NET State Service Provides su... Manual Met
%} Background Intelligent Tran... Transfers fil.. Manual Loc Confim password
f; Background Tasks Infrastru... Windows in.. Running Automatic Loc Help me carfigure user account log on options
£ Base Filtering Engine The BaseFil.. Running  Automatic Loc
%4, Bl Office Reuter Server Pyramid An... Running  Automatic (D... dev/
2, Certificate Propagation Copies user... Running  Manual Loc
5 CNG Key Isclation The CNG ke... Manual (Trig... Lec
£%, COM+ Event System Supports Sy.. Running  Automatic Loc
£}, COM+ System Application  Manages th... Manual Loc
% Computer Browser Maintains a... Disabled Loc
4 Credential Manager Provides se... Manual Loc
5 Cryptographic Services Providesthr.. Running Automatic Net|
5, DCOM Server Process Laun... The DCOM...  Running  Automatic Loc
5 Device Association Service Enables pair... Manual (Trig... Lec
< m >
\F_xtended /{Standard

Changing to custom account
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Changing IIS to custom domain account(s)

a.

Change the IS Application Pool Identities of bio6 and of bioAdmin6 to the custom account.

i'fﬂ Internet Information Services (1IS) Manager -
© 5 ‘;i } SERVER2012-RTR » Application Pools \m
File Vi Hel -
e e = Advanced Settings
Q- |&E 8 g'r Application Pools Application Poal Identity
:3 Start Page 1| This page ets youview and manage the st of spplicaf | o ‘
93 SERVER2012-RTR (DEV\yoni) | | pogls are associated with werker processes, contain or #) ErioeEzam™
L} Application Poals isolation among different applications.
|- @ Sites
Filter: ~ W Go ~ gk Show All
@® Custom account:
Name * Status  .NET Fram.. M - _
5 NET WS Started w40 In SEEET S
L} .NETv45 Classic  Started  v4.0 o
ser name:
Started  v4.0 In
J bioAdming Started  v4.0 Ini “ ‘
¥ bicHtmls Started  vA.0 Inff Password: | Cancel ‘
[} DefaultAppPool  Started  v4.0 In | ‘
Confirm password:
.
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.
< m
Content View
Ready L]

Changing application pool identity

Change the Html5 application under Bl Office web site, to run with the same application pool as the core website

L2 Internet Information Services (IIS) Manager L'
EdLd A b Sites » bioffice » Htm 3
(9 » SERVER2012-RTR Sif biofficed Html5 37
File View Help
Html5 Home
| & |8 / Bl Explore
&5 Start Page . 1o " 5 Edit Permissions
- . - — i
4% SERVER2012-RTR (DEViyoni) Edit Application ?x [E Basic Settings...
2} Application Pools ]
4.[&] Sites View Virtual Dire
4 9 k‘a_:f::af}. Site name:  bioffice3 Manage Application
i A m‘[;‘ata R ! Browse Applicat
b pp o] Browse pyramidi
b Cllenth Application pocl: (http) .
[ Cﬂmpnnents |Ht|""‘5 ‘ ‘bioS | | Select... | Adw
b Example: sales @ Help
[ | chtmnanes e
b 3 Html3 Physical path: Select Application Pool [ )
p [ images |C:\ngram Files\Pyramid Analytics\Bl Office S\websi|
b ¥ Kerberos Application pool:
b 3 MobileApp Pass-through authentication s "
b ] MobileServices ‘ Connect as... | | Test Settings... NET v 5
»-C] Properties NET v4.5 Classic
b (7] Resources ["] Enable Preload
b [ Services bioAdmin3
b testers bicHtml3
» - upload DefaultAppPool
b 4 Default Web Site - ‘ oK | | Cancel ‘
Directory  Error Pages Failed Handler
Browsing Request Tra... Mappings
= E L ey o=
B = &# 3 & .
: Coment Vi
Ready

Changing HtmlI5 application pool

: “bio5”.
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c. Changing the “useKernelMode” to false:
i. Select the BI Office web site.
ii. Under Management, select ‘Configuration Editor’.
iii. Inthe ‘From:’ section above the properties, select ‘ApplicationHost.config <location path=...’
iv. For the ‘Section:’ location, select system.webServer > security > authentication > windowsAuthentication.
v. Inthe properties page, set useKernelMode to False, then click Apply.

0 Configuration Editor

Section:| s e e T e T ey | = | Frem: ApplicationHost.config <location path='"Pyramid.5' -

El Deepest Path: MACHINE/WEBROOT/APPHOST/Pyramid.5
authPersistMenMTLM False
authPersistSingleRequest True
enabled True

extendedProtection
providers (Count=2)
usefppPoolCredentials False
useKernelMode False

authPersistNonNTLM

Data Type:bool

Changing useKernelMode value to False
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Xl.

XIl.

Full Delegation
Repeat the process for each user running the Bl Office Service: Application Server, Publisher Server, Router Server and 1IS Web
Server.
1. From Active Directory Users and Computers, right-click on the <Username>, and choose Properties.
2. Go to the Delegation tab.
3. Select the second option Trust this user for delegation to any service (Kerberos only).

Enforcing Constrained Delegation

Repeat the process for each user running the BI Office Service: Application Server, Publisher Server, Router Server and 1IS Web
Server.

From Active Directory Users and Computers, right-click on the <username>, and choose Properties.

Go to the Delegation tab.

On the Delegation tab, click Trust this user for delegation to specified services only.

Click Use any authentication protocol.

Click Add, and then click Users and Computers.

Type the name of a user running a Bl Office Service.

Click Select All and click OK.

ocuserproperies R
il Add Services B

To allowe services to be delegated for a uzer or computer, select the appropriate
uzers of computers, and then click the services.

NoukwneE

To select one or more wser or computer names, click

Uzers or Computers. . |
|Jzers or Computers.

Awailable services:

Service Tupe | U zer or Computer | Part | Service Namel Domain
HTTF puramidwebzite

Pyramid Serv... SERVERZ2012-4PP.. .

Pyramid.Serv... SERYERZ2012-4FF...

Pyramid.Serv... SERYERZ2012RTR....

4| |
Select Al |

(] 4 | Cancel |

[" Expanded Add... | Remove |

k. Cancel Apply HEelp

8. Click Add, and then click Users and Computers.
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XIlI.

Analysis Services SPNs for the Application and Publishing Servers

Type the name of the <Username> or <Machine> running MSOLAP, and then click OK.

Select the SPNs for SSAS shown in this document under “Adding SPNs for SSAS” and click OK (For SSAS SPN registration see
http://msdn.microsoft.com/en-us/library/dn194200.aspx and for Names Instances see
http://support.microsoft.com/kb/950599)

Example of SPNs for SSAS with the default instance name:
MSOLAPSvc.3/serverHostName.Fully Qualified domainName SSAS Service Startup Account
MSOLAPSvc.3/serverHostName SSAS_Service Startup_Account

Example of SPNs for SSAS with instance name:
MSOLAPSvc.3/serverHostName.Fully Qualified domainName:instanceName SSAS_ Service Startup Account
MSOLAPSvc.3/serverHostName:instanceName SSAS_Service Startup Account
For Named Instances:

MSOLAPDisco.3/serverHostName.Fully Qualified domainName Browser Service Startup Account
MSOLAPDisco.3/serverHostName Browser Service Startup Account

Restart all the machines in the deployment and restart the client machine.
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V.

XIV.

XV.

Appendix

A. Other Documentation & Tools

e For more information see http://blogs.technet.com/b/askds/archive/2008/03/06/kerberos-for-the-busy-admin.aspx
e  Review the section “Infrastructure Requirements” in Microsoft’s Troubleshooting Kerberos Delegation

e Review the following Microsoft document - How to configure SQL Server 2005 Analysis Services to use Kerberos

authentication.
e There are two common tools for editing SPN entries in Active Directory: AdsiEdit.msc and setSPN.exe.

e Installed with the BI Office application is the Kerberos Tester. It can be found under:
o TheURL “http://pyramidBIO.mysite.com/admin/diagnostics.aspx", where
pyramidBIO.mysite.com is the host URL name you provided during installation.

B. SQL Server Analysis Services SPN Configuration

SSAS should already have its SPNs preset as part of its own installation. This section allows administrators to ensure it is correct in
the event of impersonation and connection issues.

Before starting, ensure that the end user(s) is a part of the SSAS role for viewing cube data.

Using a Local Computer Account for SSAS Service
Check the SQL Server Analysis Services (MSSQLSERVER) service to find out what account is being used to start the service.
If your SSAS service is running under a local computer account, such as LocalSystem, it is likely this account will already have SPN
entries.

MSOLAPSvc.3/MachineName MachineName
MSOLAPSvc.3/MachineName.Company.com MachineName

Adding SPNs for SSAS

If you do not see the correct SPNs, you can add them. If the SSAS service is using LocalSystem and not a domain user account, you

must set the computer account for the data server in Active Directory to be trusted for delegation.
setspn -s MSOLAPSvc.3/MachineName MachineName
setspn -s MSOLAPSvc.3/MachineName.Company.com MachineName

If the SSAS service is running under domain accounts, register these SPNs.
setspn -s MSOLAPSvc.3/MachineName domainAccount
setspn -s MSOLAPSvc.3/MachineName.Company.com domainAccount

If you are using a named instance for SQL Server SSAS, the following SPN formats apply with domain account or machine name as

required.
setspn —-s MSOLAPSvc.3/MachineName:instanceName domainAccount
setspn -s MSOLAPSvc.3/MachineName.Fully Qualified domainName:instanceName domainAccount

You may have to wait or force replication of the information to other domain controllers in the network.

For Named Instances
MSOLAPDisco.3/MachineName Browser Service Startup Account
MSOLAPDisco.3/MachineName.Fully Qualified domainName Browser Service Startup_ Account

Where Browser Service Startup Account isthe domain account or machine running SQL Browser Service.

For more details on Names Instances see http://support.microsoft.com/kb/950599

All domain account or machines stated above must be trusted for delegation for Kerberos to be enabled.
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C. Client Browser Settings

All major client browsers are compatible with the application’s framework Silverlight. However, only Internet Explorer and
Firefox support Integrated Windows Authentication. All previously mentioned browsers support Basic Authentication with or
without SSL certificates.

Enabling Integrated Windows Authentication in Internet Explorer

From the client machine (browser) make sure the following settings are configured:

e Bl Office’s Web site has been added to the list of TRUSTED SITES in the browser (or INTRANET sites for internal site
addresses).

e Update automatic logon through Internet Explorer > Internet Options > Security >Trusted sites > Custom level > Automatic
Logon with current username and password.

e  Make sure Internet Explorer is set to use Integrated Authentication in advanced Internet Options.

e These configurations can also be enacted through GPO’s on the Active Directory.

e Have the end user log off and log on or use kerbtray.exe to clear cached security tickets.

Enabling Integrated Windows Authentication in Firefox

Launch Firefox and go to about:config (shown below). Add the URL of the Web site to the following preferences:
network.automatic-ntlm-auth.trusted-uris

network.negotiate-auth.trusted-uris

network.negotiate-auth.delegation-uris

Fat — ; i -:-'El'g‘
[ about:config
6 &) Firefox | about:config c Bv Google AP B ¥+ &
Search:  trusted *
Preference Mame +  Status Type Value i)
full-screen-api.allow-trusted-requests-only default boolean  true
|r'|etwork.automatic—ntlm—auth.trusted—uris default string
network.negotiate-auth.trusted-uris default string
services.sync.addons.trustedSourceHostnames default string addens.mozilla.org

Firefox Integrated Windows Authentication

Enabling Integrated Windows Authentication in Chrome

Google Chrome in Windows will use the Internet Explorer settings, so configure within Internet Explorer's Tools, Internet
Options dialog, or by going to Control Panel and selecting Internet Options within sub-category Network and Internet.
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D. 1IS Configure Windows Authentication

The following steps can be set directly in the IIS 7.x/8.x console found in the administrative tools on the server. You will need to
install the administrative tools for 11IS7.x (which can be downloaded from the Web or found under the tools menu on the Pyramid

install CD).
Open the IIS 7.x console and select the Web site from the tree on the left. Click on Configuration Editor.

@ég 2008-1 Home

Groupby: Area “E-
ASPNET

2 @ @ @ B b &® E @ & &

NET NET NET Error NET NET Trust Application  Connection ~ Machine Key ~ Pages and Providers ~ Session State  SMTP E-mail
Authorizati... Compilation Pages Globalization Levels Settings Strings Controls
s
S q == = P . - = =
qi, = Y = . . ) ] -
%‘ o 0 % 2 b . S 3 7
Authentication Authorization ~Compression Default Directory Error Pages FaledRequest  Handler HTTP Redirect HTTP 1Pv4 Address 1SAPIand CGI  ISAPI Filters Loaging MIME Types
Rules Document  Browsing TracngRules  Mappings Respo. andDomai... Restrictions

- rRr o= "3
e%ﬂ Foc = AL iy
Modules Output Request Server Worker

Caching Fitering  Certficates  Processes
Management
B | FAe
7=
i =
h & 8 o
Configuration | Feature  [SManager IISManager Management  Shared
Editor Delegation  Permissions Users Service  Configuration

In the panel, click on windows authentication. In the panel, click on providers and then click on the ellipsis at the far right of the screen.

[ system.webServer o
= security
- authentication
[ anonymousAuthentication
f basicAuthentication
f dientCertificateMappingAuthentication
J/ digestauthentication

f iisClientCertificateMappingAuthentication El Deepest Path: MACHINE/WEBROOT /APPHOST
y wsAuthentication authPersisthorNTLM False
- authPersistSingleRequest False
f applicationDependencies enabled False
il authorization roviders (Count=2)
4§ ipSecurity useAppPoolCredentials False
- f isapiCgRestriction usekernelMode True
il requestFitering
-3 tradng
asp —
..... J caching

J defaultbocument
----- f directoryBrowse
..... } fastCqi

J dlobalModules
----- J/ handiers
----- / httpCompression

J httpErrors
..... ,; httpLogging LI

Providers: Make sure there are two providers listed - Negotiate and NTLM.

Collection Editor - system.webServer/security/authentication/windowsAuthentication/providers/ 2 x|
value Entry Path Collects )
Megotiate = MACHIME/WEBROOT fAPPHOST -
NTLM MACHINE WEBROOT fAPPHOST Add

Clear Al
@ rep
Online Help
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Advanced settings: In the authentication panel, make sure Extended protection is set to "off" in the drop down and make sure
the Enable kernel-mode authentication is unchecked.

r ~
Advanced Settings [il_s-:_hj

Extended Protection:
(ot .

Click here for more information online

[7] Enable Kernel-mode authenticaticn

By default, IS5 enables kernel-maede authentication, which may improve -
authentication performance and prevent authentication problems with

application poels configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the
application pool is configured to use a custom identity.

Click here for more information online

Cancel

Changing the “useKernelMode” to false:

a. Select the Bl Office web site.
b. Under Management, select ‘Configuration Editor’.
c. Inthe ‘From:’ section above the properties, select ‘ApplicationHost.config <location path=..."
d. For the ‘Section:’ location, select system.webServer > security > authentication > windowsAuthentication.
e. Inthe properties page, set useKernelMode to False, then click Apply.
Q Configuration Editor
Section: L N DT T ENG EN Tl | - |From: ApplicationHost.config <location path='Pyramid.5' -
B Deepest Path: MACHINE/WEBROOT/APPHOST/Pyramid.5
authPersistNonMNTLM False
authPersistSingleRequest True
enabled True
extendedProtection
providers (Count=2)
uselppPoclCredentials False
useKernelMode False
authPersistNonNTLM
Data Type:bool

Changing useKernelMode value to False
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E. Access Token Limitation Problem with Kerberos
Active Directory Token Bloat is an issue in AD where user are is a member of too many security groups.
As such their account exceeds the default 12k token size limit in Windows that is set on their internal AD Security Token.

This is a common problem for many large organization that have many security groups and in most situation this problem is
fixed by configuring a larger “MaxTokenSize” registry key on all the computers.

1. Configure on all pyramid servers including the datasource servers’ deployed machines and client machines to accept
larger headers.

To increase the header size you need to configure the following registry keys:
e  HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\HTTP\Parameters

MaxFieldLength
Default Value: 16384
Set value to: 65534 (64kb) bytes

e  HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\HTTP\Parameters

MaxRequestBytes
Default value: 16384
Set value to: 16777216 (16MB) bytes

2. Configure on all pyramid servers including the datasource servers’ deployed machines and client machines to accept
larger token size.

e  HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Kerberos\Parameters

MaxTokenSize
Default Value: 12000
Set value to: 65535 (64kb) bytes

All values specified are decimal values.

Additional References

To configure these registry keys with Group Policy see: http://www.grouppolicy.biz/2013/06/how-to-configure-iis-to-support-
large-ad-token-with-group-policy/

Kerberos Authentication Problem with Active Directory: http://blogs.technet.com/b/surama/archive/2009/04/06/kerberos-
authentication-problem-with-active-directory.aspx
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F. Verifying the Flow of Kerberos Tickets

Use Kerberos Authentication Tester tool to verify Kerberos authentication. No installation is required. It shows what

authentication method is used in a web request: None, Basic, NTLM or Kerberos.

The tool can be downloaded from here: http://mbar.nl/michel/archive/2009/12/05/kerberos-authentication-tester.aspx

«##' Kerberos Authentication Tester (v 0.9.2 beta)

Test |Selﬂngs| 'I"ld{.stsl About I

Ln: Ihﬁp:fﬁrrtmnet.mb.loca”

=101 ]

— Result
Request date:

Hitp result:
Authentication type:
User:

Domain:

SPN:

HTTP Headers:

05-12-20009 09:23:45
200 0K
Kerberos

MB LOCAL
HTTPintranet.mb local

Date: Sat, 05 Dec 2009 20:23.45 GMT

ETag: "51324abdedfbcal0"

Last-Modified: Sun, 15 Nov 2009 12:16:14 GMT
Server: Microsoft-115/7.5

W W-Autherticate: Negotiate

oY G2MIGzo AMKAQChCwY Ko Jlgve SAQICooGeBIGEYIG Y BgkghkiGSd BAGICAG
+BiDCBhaADAgEFoQMCAQ+e TE3o AMCARKicARupywL

-+ai EBQelbnrif&+\plHZa9%egjof s 2e4+610 80X L S ShDIbkG/ AbJou TOC VMmN 2wartalt DeLBClg80c
TrToiEX1¥me Hi fwYBxBgCWza20 TUQJGGCE LAHeghl ljFKAD 6lvn lip+hXlagk=
¥-Powered-By: ASP MET

Kerberos results when it works
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G. General Troubleshooting

Kerberos Issues

It is important to first check that the Kerberos delegation failure is indeed the cause of the error you are receiving in the client.
Many of the other possible causes of this error can be eliminated from consideration using the following steps:

e  Restart all machines involved in the Kerberos Delegation setup. This will force services to be restarted, which is required after
SPN changes, and Kerberos ticket caches to be cleared.

e Tryto access the client by using a browser on the Web server itself. This will eliminate one of the credential hops and you
should be able to log in. If you cannot see data, Kerberos delegation may not be the issue.

e Check the Event Viewer Security logs on the Web and data servers. The logs will report successes and failures and can identify
if Kerberos or NTLM is being used. The audit logs in the Bl Office database will highlight what type of authentication the user
was using when trying to log into the application.

e Check that cube security is set correctly and that the test user is a member of a role that has access to the cube. It is
recommended that you temporarily grant your test user membership to the server administrator role to help eliminate cube
security as a cause of any connection problems.

e Check that the Web server can communicate with the data server and that firewall ports are open. It is recommended that
you temporarily disable firewalls to help eliminate them as possible causes of any connection problems. If there are firewalls
between the client, Web server and data server, be sure that they have the correct ports open.

e  Ensure the token “bloat” is not an issue (see above).

e  Make sure all Bl Office components (Web, app, router servers) are installed and the SSAS needs to be trusted for delegation
are in the Active Directory. Go to Active Directory > Users and Computers > Expand the domain > Computers > double-click on
computer > Delegation > Mark Trust this computer for delegation to any service (Kerberos only) setting.

Troubleshooting Kerberos Authentication to SSAS Service
If the problem appears only when attempting to use Kerberos delegation:
e Review the setup steps above to be sure your SPN entries are correct and that the data server, Web server and client
machines have been properly configured for delegation.

e  Check your SPNs and test for duplicates using a tool called DHCheck.
e Use the “Kerberos Delegation Tester” on the installed Web site, located:

o URL“http://pyramidBIO.mysite.com/admin/diagnostics.aspx", where
pyramidBIO.mysite.comisthe host URL name you provided during installation.
e Use the MDX Sample Application from Analysis Services 2000 on the Web server to test a Kerberos connection to Analysis
Services. If the tool connects successfully when forced to use Kerberos, then you likely have configured SPN entries for the
SSAS service correctly. To test a Kerberos connection, modify the Provider field when connecting to a server, as shown below:

@ Connect

‘What multi-dimensional server do you want to use? K

Server: |MyBiSer\rer Cancel

Provider: |MSOLAP.3;sspi=kerberos

Testing Kerberos with the MDX Sample Application

e Review the section “Diagnosing Delegation Problems: Four Checklists” in Microsoft’s Troubleshooting Kerberos Errors:
http://www.microsoft.com/en-us/download/details.aspx?id=21820

I

Pyramid Analytics BI Office | Kerberos and Delegation Guide 6.5


http://blogs.technet.com/proclarity/archive/2008/12/04/troubleshooting-kerberos-delegation-with-dhcheck.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=21820

Bl Office

Troubleshooting Kerberos on the web server

You may also turn on verbose logging to capture security traffic on your Web server and data server.
http://support.microsoft.com/kb/262177

i ™

File Edit View Favorites Help
4l Control || Name Type Data
igﬁl 3 Eg](gefaum REG 57 (wvalue not set)
s 211 | oglevel | REG_DWORD 000000001 (1)
5 - |y ApplD
s | Arbiters
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Log Level Setting in the Registry

If you are using Constrained Delegation, temporarily disable the constraint and retest.

e Are you using a split domain where machines can resolve two different FQDNs? For example, when you ping the same
server from two different machines and it returns different FQDNs — such as MyDataServer.Company.com as well as
MyDataServer.AD.Company.com. If so, this may defeat the SPNs needed for Kerberos delegation. Please see your
network administrator to verify that the DNS names being requested by the browser to the Web server match the SPNs
on the server. Also, check that the DNS names requested by the Web server to the data server match the SPNs registered
on the data server.

e  Troubleshoot with Network Monitor or Wireshark: Two easy ways to pick Kerberos from NTLM in an HTTP capture.

e Analysis Services should be installed, preferably from a fresh install that has not been imaged. It is also preferable that
you use a machine that has not been renamed.
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H. Windows Authentication Check List

The details behind each of the following steps can be found in the body of this document. The list below is merely a checklist
summary to follow.

1. Ensure the application was installed with windows authentication.
2. Ensure that the ports on the server’s firewall are not blocking ports required for windows authentication.
3. Toensure the Kerberos authentication does not fail:
a. Forservers with internal DNS hosting on the Active Directory — ensure that both the website name and the fully
qualified domain name of the website are registered as SPNs.
Ensure there are no duplicate SPNs.
Ensure there are no duplicate DNS entries for the Host site and IP.
d. The delegation has been setup such that both sets of SPN’s are registered for the account that will be
delegating tokens.
e. Tocheck if Kerberos tickets are being issued use the “Kerberos Authentication Tester” tool (described above)
to check if there is a fall back to NTLM. Windows Authentication will not work under NTLM.
f.  Check if there is a Kerberos token “bloat” problem.
4. Update the SPN column in the Pyramid Content Store database to match the SPN’s used. The default ones suit a full
delegation / Local Service Account model. If a domain account is used these need to be updated.
5. If using constrained delegation, remove and then re-add any SPN’s that were modified.
6. If using a domain account, the account needs to be a local administrator on the host servers and have certain GPO rights
(see above for more detail).
a. Onthe web server, change the “useKernelMode” to false. Also change the app pool used for the “HTML5”
virtual application in the Bl Office website to use the same one as the main application “bio5”.
7. If using an internal DNS named site, make sure that both the short name for the site and the fully qualified domain name
for the site are added to the bindings for that site in IIS.
a. Ifitis multi-domain Active Directory, the DNS entries should be added into the global DNS for the forest.
8. On the client machine, ensure that the website address is trusted in the browser settings and that the authentication is
set to automatically pass on the users credentials. Ensure “integrated windows authentication” is enabled.
9. Once all settings have been made, it is a good idea to reboot all hosting servers and any client PCs before attempting to
connect.
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